PROTECTING CRITICAL INFRASTRUCTURES | BORDER & TRANSPORTATION PROTECTION | EMERGENCY PREPAREDNESS & RESPONSE | MASS NOTIFICATION GOVERNMENT

Sure Pass’ldentity-Access

Management Platform

fully compliant HSPD-12/FIPS-201
end-to-end solution

tlICD / Fire & A

Security

ADT Always There®



achieve comprehensive compliance

ADT — government’s trusted security partner

ADT has been named a Qualified HSPD-12 System Integration
Service Provider by GSA, qualified to provide end-to-end HSPD-12
and FIPS-201 System Integration Services for federal agencies.

HSPD-12: The Challenge at Hand

After more than 90 years of providing security
solutions to the federal government, ADT is uniquely
positioned to deliver comprehensive credentialing
platforms compliant with HSPD-12/FIPS-201. We are
experienced at helping to secure critical infrastructures,
from the gate to the network. ADT Federal Systems
Division, government's trusted security partner, is your
end-to-end resource for HSPD-12/FIPS-201 compliance.

The HSPD-12 Objective: Initiate Personal Identity
Verification (PIV) programs and credential issuance
while establishing interoperability between
government facilities and systems.

Your HSPD-12 Mission: Create a comprehensive
PIV management platform that increases the
effectiveness of the credentialing initiatives and
extends your agency's ability to protect critical
infrastructure, assets and people.

Your HSPD-12 Deadlines:

= October 27, 2006: agencies begin to issue PIV cards
to identity-verified employees

= October 1, 2007: complete identity verification
for current federal and contractor employees

= October 1, 2008: complete identity verification for
employees employed over the past 15 years

Realize HSPD-12/FIPS-201
Compliance Success with ADT

As government'’s trusted security partner, ADT
understands the practical realities of large scale,
integrated systems and service.

With our extensive experience and resources, ADT

has the processes, procedures and protections to help
securely manage and protect data and other sensitive
information associated with individuals, business

and governments. No matter how long or short your
migration path, ADT is able to help you meet your
mission requirements with the right software, hardware
and managed services.

ADT offers:

= QOver 220 Service Centers and 26,000 employees
worldwide

= Classified monitoring and operating facilities

= A workforce of secret and top secret cleared
personnel

= Certified program managers and Six-Sigma certified personnel

= Five redundant and load-balanced call centers,
supporting over 6 million customers

= Security monitoring from a world leader

= Total security solutions including intrusion, fire protection,
video surveillance, access control, critical condition
monitoring, electronic article surveillance, RFID and
integrated systems

Our Answer: ADT Sure Pass™
Identity-Access Management Platform

Because every agency's path to compliance has a
unique starting point, ADT offers a complete range of
access-control and card-management solutions to help
you achieve HSPD-12/FIPS-201 compliance efficiently
and on time.

= Enroliment

= Data capture

= Card issuance/usage

= Card/certificate lifecycle management

= Card application/content management



ADT Sure Pass”

your one-source, end-to-end solution

Capture Digital Images

Capture PIV Data Background Check

ENROLLMENT

Verify Identity

Produce Card Smart Card

ISSUANCE

From physical to logical security, you can achieve HSPD-12/
FIPS-201 compliance with ADT Sure Pass™ ldentity-Access

Management Platform and ADT, the largest provider of electronic

security systems to defense and civilian government agencies.

Sure Pass™ hardware components:

Win XP Pro computer with accessories that support all
required functionality for PIV enrollment and issuance

Contact and contactless RF PIV card reader

378-template fingerprint reader

10-print live scan-capture device and minutia template software
500dpi digital camera with flash and accessories and

operating supplies

PIV card role-based control of enrollment and issuance
functions

Breeder document scanners

Credential printers (graphical and electrical personalization)

Sure Pass™ software/middleware:

Sure Pass™ Card Management System (CMS):
for managing the smart card and credential lifecycle

™

Sure Pass™ PIV Card Applet: fully compliant with the
PIV data model

Sure Pass™ ADT Card Applet: supporting several
logical access control applications

Sure Pass™ Client Middleware: supporting user
authentication based on PIV Card Applet

™

Sure Pass™ SDK: a set of high-level Application Programming
Interfaces (APIs) that may be used for the development of new

smart card applications

Software deployed as a component of the Sure Pass™
platform seamlessly extends existing IT and security
infrastructures to facilitate the issuance, administration
and lifecycle management of PIV cards.

Sure Pass™ support:
= Five cross-redundant monitoring station call centers
= Open 7x24x365

Sure Pass™features and benefits:
= Ability to:
e Scan documents
¢ Populate fields from electronic data
e Conduct name matching
» Capture biometrics
= Wide range of user enrollment scenarios
= |ntegrated physical and logical systems
= Scalable and interoperable
= Compliance with regulatory requirements
= Strong authentication
= Ability to support a variety of SSPs (Shared Service Providers)
and CAs (Certificate Authorities)

Sure Pass™ faithfully follows the FIPS-201-1 standards,
allowing true, end-to-end compliance with HSPD-12.
Because Sure Pass™ uses a single credential for all
corporate security applications, your agency can
anticipate an enhanced user experience and cost savings
over previous systems. Most importantly, you can count
on ADT, government’s trusted access-control security
partner, to help your agency bridge the gap to the
[T-centric mandate of HSPD-12-compliant access.
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Leverage our proven and time-tested
security integration knowledge

U.S. Department of Justice — U.S. Marshals

Service (USMS)

For 14 years, ADT has successfully acted as the trusted security
partner and integrator for the USMS physical security equipment
program, providing security for more than 800 federal courthouse
facilities and for the personal residences of federal judges nationwide.

Washington DC Government - Citywide
Credentialing Program

ADT is currently managing the credentialing services and technical
support of the DC government physical access system with a smart
card-based system.

State of Florida — Transportation Workers Identity
Credential Pilot Program

ADT implemented an access-control system that reads credentials
belonging to employees and truck drivers, validates biometrics and
verifies data against a centrally-managed access control database.

ADT Federal Systems Division Contact ADT and begin your migration path
to compliance with HSPD-12/FIPS-201.

A
G S[o\ Schedule 84, Contract#: GS-07F-8854D Call ADT Federal Systems Division at
Schedule 70, Pending
1-888-721-6612 or learn more at
www.adt.com/gov/fips201.
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